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A Artifact Appendix

A.1 Abstract
The artifact consists of two main parts: 1. Modified Nuclei
Templates: These modified templates were used in the study
as described in the Methodology section of the paper. 2. Vul-
nerable Docker Environments: This part includes several
vulnerable and non-vulnerable Docker environment files for
the Ground Truth-Based Evaluation section.

A.2 Description & Requirements
A.2.1 Security, privacy, and ethical concerns

Our artifact does not present any security, privacy, or ethical
concerns for evaluators.

A.2.2 How to access

The artifact is permanently available at https://doi.org/
10.5281/zenodo.14732150.

A.2.3 Hardware dependencies

None.

A.2.4 Software dependencies

None.

A.2.5 Benchmarks

None.

A.3 Set-up
A.3.1 Installation

Users can install Nuclei from ProjectDiscovery’s GitHub
repository1. One can download the latest binary from Nu-

1https://github.com/projectdiscovery/nuclei

clei Releases2. Next, users can build the Docker images
by running the docker_build.sh script with command: sh
docker_build.sh and create a Docker network named
bridge-honeypot with command: docker network create
bridge-honeypot.

A.3.2 Basic Test

To test the functionality of Nuclei templates, users can choose
a target endpoint to scan or use the vulnerable Docker environ-
ments provided in the Vulhub repository3 to build a vulnerable
endpoint. Also, users can run vulnerable endpoints by using
the Docker Compose commands at the top of each docker-
compose file in the Vulnerable Docker Environments folder.

Then, users can run the Nuclei templates against the target
endpoint using the following command: [Path to Nuclei
binary] -u [Target endpoint] -t [Path to Nuclei
template].

A.4 Evaluation workflow
None.

A.4.1 Major Claims

None.

A.4.2 Experiments

None.

A.5 Version
Based on the LaTeX template for Artifact Evaluation
V20231005. Submission, reviewing and badging methodol-
ogy followed for the evaluation of this artifact can be found at
https://secartifacts.github.io/usenixsec2025/.

2https://github.com/projectdiscovery/nuclei/releases
3https://github.com/vulhub/vulhub
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